The Microsoft Authenticator app is the Government of Saskatchewan's primary multifactor authentication (MFA) method
and its use is strongly encouraged. The Authenticator app does require a mobile device and in scenarios where a mobile
device is not available or cannot be used, a FIDO2 security key is the recommended option.

FIDO2 security keys are hard tokens with a biometric fingerprint reader.

Note: To enroll a FIDO2 security key, you must have at least one other MFA method already enrolled (such as the
Authenticator app). If you do not have any other MFA methods available to you, please contact the SaskBuilds and
Procurement's ITD Service Desk at 306-787-5000 for assistance.

1. Before beginning enrollment, ensure you have your FIDO2 security key with you.

2. Plug the FIDO2 security key into your computer.

3. Onthe bottom of your screen, click the Search bar. Search for the Settings app, and click it to open it.

4. In the Settings app, on the left side click Accounts.

5. Inthe Accounts section, click Sign-in options.

6. Inthe Sign-in options section, click Security key.

7. Inthe Security key section, click Manage. You will see a screen like the one below. Touch the fingerprint reader
on the FIDO2 key that’s plugged into your computer.

Touch your security key.




8. On the screen below, click Add under Security Key PIN.

+++ Security Key PIN

Creating & PIN for your security key helps keep you secure

Add

Reset Security Key

Remove everything from this security key and reset to
factory settings

Resat

9. On the screen below, enter and re-enter a security key PIN. Your PIN can be letters, numbers, or both. It must be
a minimum of 6 characters, and it will never change or expire.

Set up a security key PIN

sew Mew security key PIN
L
L

Confirm security key PIN

10. Close the Settings app.

11. Open a new tab or window in a web browser such as Microsoft Edge or Google Chrome.

12. Navigate to https://aka.ms/mysecurityinfo. You should be presented with a Microsoft “Sign in” page as below.
Your user ID may already be populated for you.

You may also have a list of accounts to pick from. If you see a list of accounts, pick your Government of
Saskatchewan account.


https://aka.ms/mysecurityinfo
https://aka.ms/mysecurityinfo

B® Microsoft
Sign in

‘En‘a‘l or phone

Can't access your account?

Q Sign-in options

Please note if your user ID is not populated for you on this screen, it follows this format: userid@gov.sk.ca, NOT

YOUR EMAIL ADDRESS. For example: jsmith2@gov.sk.ca, NOT John.Smith@gov.sk.ca. Your password will be the
same as your current Windows logon password.

Enter your user ID and press “Next”, then enter your password and press "Next".

13. You will be taken to the Security Info page, where a list of your current sign-in methods for MFA will appear.
Click "Add sign-in method", then select Security key in the drop-down menu and click Add.

Security info

These are the methods you use to 7 INED Your account of reset your passsword

+ Add sign-in method

Mo items to display.

Lost clevicet sign aut everywher

Add a method it

Which methoed would vou like to add?

Security key




14. You will be prompted for MFA. Click Next and either complete MFA as normal (if you have another method
enrolled such as the Authenticator app), or enter the Temporary Access Pass the ITD Service Desk as issued you.

Security key

To set up a security key, you need to sign in with two-factor

authentication

15. Once you have completed MFA or entered your Temporary Access Pass, you will be prompted to choose your
type of security key. Choose USB device.

Security key

Choose the type of security key that you have.,
oo |

" USB device

| Bl MNFC device |

Cancel

16. You will see the window below. Ensure your FIDO2 security key is still plugged into your computer. Click Next.

Security key

Hawve your key ready.

When you choose Next, you will be prompted to plug your security
key into the USB port. Then, touch the button or the sensor on your
security key to finish setting up your device

For more detailed instructions, visit your key manufacturer's website,

e |




17. When you see the screen below, click “Windows Hello or external security key”.

Create o passkey

Choose how vou want o oeate a passkey for log soft.oom

L] Windows Hello or external security key

se o phaone or blet

18. Click OK on the two screens below.

b9 - gl e .
== Windnows Security o w windows Security

Security key setup Continue setup

This will let |ogin.microseft.com see the make and medel of your
security key

login.mic Om wants to create a credenti Yiour securty

> . . key. This ou sign in without having to ur Username,
This request comes fram Msedge, published by Microsoft

Corporation. ill be kept on your

19. When you see the screen below, enter the PIN you created earlier in Step 9 and click OK.

1= Windows Security

Continue setup

Please enter your security key PIN.

Securrty Key PIN




20. When you see the screen below, touch the fingerprint reader on the FIDO2 security key with the same
finger you touched it with earlier in Step 7.

== Windows Security

Continue setup

B

Touch your security key.

Cance|

21. Enter a name for this security key. This name will be used to distinguish this key in your list of MFA methods.
Click Next.

Security key

Mame your security key. This will help distinguish it from other keys

Enter a security key name

‘ Cancel ‘

22. Click Done on the screen below.

Security key

tou're all s=1

YO Can use your security key instead of a username and password

the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
erform any additional setup tasks such as registering your

fingerprint




The FIDO2 security key should now show up in your list of authentication methods. For assistance enrolling or using
a FIDO2 security key, please contact SaskBuilds and Procurement's ITD Service Desk at 306-787-5000.

FIDO2 security keys can be re-used by another user. To do so, the currently enrolled user must reset the security
key to factory settings.

Before beginning enroliment, ensure you have your FIDO2 security key handy.

Plug the FIDO2 security key into your computer.

On the bottom of your screen, click the Search bar. Search for the Settings app, and click it to open it.

In the Settings app, on the left side click Accounts.

In the Accounts section, click Sign-in options.

In the Sign-in options section, click Security key.

In the Security key section, click Manage. You will see a screen like the one below. Touch the fingerprint reader
on the FIDO2 key that’s plugged into your computer.

Touch your security key.




8. On the screen below, click Reset under Reset Security Key.

+++ Security Key PIN

Creating & PIN for your security key helps keep you secure

Add

Reset Security Key

Remove everything from this security key and reset to
factory settings

Resat

9. On the screen below, click Proceed.

Reset Security Key

The security key will be reset to factory settings. All data and
credentials on this key will be cleared.

Proceed

10. Enter your PIN and then touch the FIDO2 security key twice when prompted to do so. The FIDO2 security key will
now be reset to factory settings.

For assistance, please contact SaskBuilds and Procurement's ITD Service Desk at 306-787-5000. Note that while
the ITD Service Desk can provide assistance in the reset process, ITD is not capable of resetting the FIDO2
security key. Only the currently enrolled user can reset the security key to factory settings.



Lost or Stolen FIDO2 Security Key

In the event your FIDO2 security key is lost or stolen, please contact SaskBuilds and Procurement's ITD Service
Desk at 306-787-5000 for assistance.
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