Mobile — Detailed iOS Setup Instructions

1. Description

There are detailed instructions for setting up an iOS mobile device for use in the GOS
environment. An Apple account must be created before starting.

2. Instructions

a. Press Settings.

WEDNESDAY

No more
events today

Batteries Calendar

- 8

FaceTime Calendar

News

o @

Maps Health
L]

e

b. Press Sign in to you iPhone.
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| #StaySafe T 10:39 AM %)

Settings

Sign in to your iPhone

Finish Setting Up Your iPhone o

Airplane Mode
Wi-Fi  SaskTel Sele
B Bluetooth On
Cellular

Personal Hotspot Off

a Notifications
m Sounds

c. Enter your Government of Saskatchewan email address
(firstname.lastname@gov.sk.ca) and press Next.

wi #StaySafe 5 10:39 AM

Cancel Next

Apple ID

Sign in with your Apple ID to use iCloud and
other Apple services.

Apple ID john.smith@gov.sk.ca
Don't have an Apple ID or forgot it?

80060

gwer r t yuiop

&z x ¢ vbnm &

123 space @ . return

d. Enter your Apple account password and press Next.
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10:40 AM

Cancel Next

Apple ID

Sign in with your Apple ID to use iCloud and
other Apple services.

Apple ID  john.smith@gov.sk.ca

PassWOrd  cisssxsonikaksrsx
Don't have an Apple ID or forgot it?

B8 008

Your Apple ID is the account you use to
access all Apple services.

10:41 AM

Terms and
Conditions

Send by Email

IMPORTANT

Use of iCloud, Apple Media Services, and related services
is subject to these Terms and Conditions. Please read
them carefully.

A. iCloud Terms and Conditions

B. Apple Media Services Terms and Conditions

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT
("LICENSE") CAREFULLY BEFORE USING YOUR iOS
DEVICE OR DOWNLOADING THE SOFTWARE UPDATE
ACCOMPANYING THIS LICENSE. BY USING YOUR i0S
DEVICE OR DOWNLOADING A SOFTWARE UPDATE, AS
APPLICABLE, YOU ARE AGREEING TO BE BOUND BY
THE TERMS OF THIS LICENSE.

Disagree Agree

f. Press Agree.
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o #StaySafe 10:41 AM 4

Terms and
Conditions

Send by Email

Terms and Conditions

IMPOR | agree to the iCloud and Apple Media =
Use of Services Terms and Conditions. fXices:
is subje bl
them c

Cancel Agree
A.iClou

B. Apple Media Services Terms and Conditions

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT
("LICENSE") CAREFULLY BEFORE USING YOUR iOS
DEVICE OR DOWNLOADING THE SOFTWARE UPDATE
ACCOMPANYING THIS LICENSE. BY USING YOUR iOS
DEVICE OR DOWNLOADING A SOFTWARE UPDATE, AS
APPLICABLE, YOU ARE AGREEING TO BE BOUND BY
THE TERMS OF THIS LICENSE.

Disagree Agree

g. Onthe top left corner press Settings.

wl| #Staysafe F 2 10:42 AM 23

< Settings Apple ID

JS

John Smith
john.smith@gov.sk.ca

Name, Phone Numbers, Email
Password & Security
Payment & Shipping None

Subscriptions

» iCloud 5GB
u Media & Purchases

-~

() Find My

. Family Sharing Learn More

h. Press Finish Setting Up Your iPhone.
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| #StaySafe T - 10:48 AM -

Settings

John Smith

Apple ID, iCloud, Media
& Purchases

Finish Setting Up Your iPhone o

Airplane Mode

Wi-Fi SaskTel Select Wi-Fi 1

Bluetooth Oon
Cellular
Personal Hotspot Off

Notifications

0O B80C

i. Press Finish Setting Up.

«1l| #StaySafe 5 10:43 AM 3

¢ Settings More for Your iPhone

Finish Setting Up Your iPhone

Get the most out of your iPhone with features
like Apple ID, Siri, Touch ID, and Apple Pay.

Finish Setting Up

j-  Press Set Up Touch ID Later.
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k. Press Don’t Use.

Are you sure you don't want
to use Touch ID?

Touch ID secures your iPhone and can
be used in place of your passcode or
Apple ID password for purchases.

Don't Use Use Touch ID
— :

I. If youwant to use a different type of passcode press Passcode Options.

Please do not print this document, as it is a constantly evolving work in progress. To read more about the
Government of Saskatchewan’s Go Green program, click here.
Document Revision: 2023-06-13 Form Revision: 2019-12-09



http://www.environment.gov.sk.ca/Default.aspx?DN=b449861e-a2ef-488d-a266-6b8fb787e01a

1l #StaySafe & 11:11 AM 2

Cancel

Create a Passcode

A passcode protects your data and is used
to unlock iPhone.

O O OO0 OO0

Passcode Options

m. Select the option you wish to use for a passcode. You will have to enter it two times.

ol #StaySafe & 11:11 AM (2]

Cancel

Create a Passcode

A passcode protects your data and is used
to unlock iPhone.

GROSONONONE)

Custom Alphanumeric Code
Custom Numeric Code
4-Digit Numeric Code

Don't Use Passcode

Cancel

n. Press Set Up Later in Wallet.
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2:23 an'| LTE ()

Cancel

£
ceee9112 {

(e}
T
[Sa]

P
% Pay
Add credit, debit, or store cards to Apple Pay to

make secure payments in apps, on the web, and
in stores using NFC.

Set Up Later in Wallet

0. Press Set Up Later in Settings.

2:24 an!| LTE ()

<

Siri
Siri helps you get things deone just by asking. Siri

can even make suggestions before you ask in
apps, and keyboards.

To use Siri, press and hold the side button or
say "Hey Siri” anytime.

About Siri

Continue

Set Up Later in Settings

p. Scroll down and select General.
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SOS only & 110 PM B}

Settings
B wiri ITO-SC
Bluetooth On
Cellular No SIM

Notifications
Sounds & Haptics

Focus

B0

Screen Time

General

Control Center

Display & Brightness

Home Screen

OF: N = Joolcs

Accessibility

g. Press Software Update.

S0S anly 7 110 PM &)
Settings
Wi-Fi ITO-SC
Bluetooth On
Cellular No SIM

Notifications
Sounds & Haptics

Focus

QB0

Screen Time

General
Control Center
Display & Brightness

Home Screen

N} = Joolc:

Accessibility

r. Ensure the iOS is up to date. If there are any available updates they MUST be
installed before continuing.
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No SIM = 1:18 PM (]

¢ General  Software Update

Automatic Updates On

0818 21 ra)
10S is up to date

s. Navigate to the Home screen.

t. Pressthe App Store icon.

WEDNESDAY

2}

No more
Mostly Cloudy events today
H:3° L:-6°

Weather Calendar

80

FaceTime Calendar Photos

News

Health Wallet

u. If you are prompted to set up the App Store:
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i. Press Continue.

PC—
i

Welcome to the
App Store

A safe and trusted place to discover and
download amazing apps and games,
explore timely in-app events, and browse
daily stories from our editors.

ii. Press Turn Off Personalized Adds.

PC—

Personalized Ads

Personalized ads in Apple apps such as
the App Store and Apple News help you
discover apps, products, and services that
are relevant to you. We protect your
privacy by using device-generated
identifiers and not linking advertising
information to your Apple ID.

Turning on Personalized Ads increases the
relevance of ads shown by letting us use
data like account information, app and
content purchases, and where available,

tha tunac Af Nawie etariac vnini raad
Turn On Personalized Ads

Turn Off Personalized Ads

iii. Press Don’t Allow.
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S0S only & 1:23 PM (2]

WEDNESDAY, MAY 17

Today

Allow “App Store” to use your
approximate location?
This information will be used to display
apps and ads that are more relevant to
you.
B Wa\deck
= ey Swnh Current
«Rhineland
Allow Once
Allow While Using App

Don't Allow

v. Inthe bottom right corner press Search.

S0S only 5 125 PM [Eal

Search ®

Q. Games, Apps, Stories, and More

Discover

Q motorcycle
games

Q stud finder

Q snowboard

games Q  drifting games

Q dog games Q video collage

Suggested

Instagram
Photo & Video GET

Fishdom CJ}
E}

Create your dream aquarium

w. If you are prompted for your Apple ID password:

i. Enter your password and press Sign in.
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App Store Cancel

Sign in with Apple ID

Enter the password for

johnsmith@gov.sk.ca to authorize this
transaction.

BRI Ter e

)

Forgot Password?

ii. Press Require After 15 Minutes.

App Store Cancel

Sign in with Apple ID

Enter the password for

johnsmith@gov.sk.ca to authorize this
transaction.

wearaannene A

)

Forgot Password?

iii. Press Save.
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a1l #StaySafe B 11:20 AM (2]

). mcafee mvision mobile © Cancel

P McAfee MVISION Mo...
Business
Mvision RS %

Save Password for ==
Free ltems?

You can change this anytime in Media
& Purchases settings.

Save Not Now

== =[]

McAfee Security: VP...
WiFi, Mobile Protection & M GET
Yok kA -App Purchases

a

B 4 =

Today Games Apps Arcade Search

X. Inthe Search field enter “Trellix mobile security” and press Get/Download.

No SIM = 1:25 PM &%)

C trellix mobile security © Cancel

PP  Trellix Mobile Security
X ®
*1

McAfee Security: Priv...
U GET

¥ ek ok

(I}
£

& Q
A d

Search

y. Press Install.
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App Store Cancel

P Trellix Mobile Security
D cie Security Hokdings US LLC

App

ACCOUNT  jennifer.brown@gov.sk.ca

z. In the Search field enter “Microsoft Outlook” and press Get/Download.

a1 #StaySafe 11:17 AM %)

Q. microsoft outlook © Cancel

Microsoft Outlook

Secure Email, Calendar & Fi GET
Y ok ek

a e Microsoft 365 mobile...

@ 4 € 9 Q

Search

aa. Press Install.
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App Store Cancel

Microsoft Corporation

m Microsoft Outlook “+
Offers In-App Purchases

ACCOUNT  john.smith@gov.sk.ca

Install

bb. In the Search field enter “Microsoft Authenticator” and press Get/Download.

a1l #StaySafe T 11:22 AM (23]

Q_ microsoft authenticator © Cancel

8 e Easily edit
- documents
o of any format

Microsoft Authenticat...
e Protects your online identity GET
ke ke

Authenticator App
v 2FA Authentication & MFA GET

Ak dok e

@ # £ 2 Q

Today Games Apps Arcade Search

cc. Press Install.
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App Store Cancel

Microsoft Authenticator '
0 Microsoft Corporation
App

ACCOUNT  john.smith@gov.sk.ca

(G

dd. After all three applications are installed navigate to the Home screen and open
Trellix.

Find My Shortcuts Home

ee. Press Get Started
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8:38 wl = .

Mobile threat defense, simplified

Comprehensive mobile protection.

TrelliX

By clicking "GunSTartad” you aqras<y our License
Agreement

ff. Press Log in with Microsoft.

How do you want to get started?

57 QR code >
3 Log in with Activation Link >
BE | ogin with Microsoft >

(2 Help me select the right option

Trellix

gg. Press Open.
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How do you want to get started?

“Trellix” wants to open
“Authenticator”

Cancel QOpen

] in wi i
e Log in with Microsotr >

(@) Help me select the right aption

TrellixX

hh. Enter you Government of Saskatchewan Microsoft username (e.g.
ismith@gov.sk.ca) and press Next.

Cancel

=- Microsoft

Sign in

jsmith@gev.sk.ca

No account? Create onel

Can't access your account?

Q Sign-in options
Done
q w e r t v u 1 o p
a s d f g h | k1

ii. Enter your password and press Sign in.
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Cancel

B® Microsoft
< jsmith@govskca

Enter password

Forgot my password

Done

jj.  Press Register.

Cancel

BS Microsoft
jbrown2@gov.sk.ca

Help us keep your device secure

Register your device to continue. More details

Terms of use  Frivacy & cookies

kk. Press Next.
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< Outlook w'' & 11:26 AM %)

Cancel

] Office 365

B® Microsoft

john.smith@gov.sk.ca
More information required

Your organization needs more information to
keep your account secure

Use a different account

=)

Terms of use  Privacy & cookies ...

IIl. If you have not previously set up Microsoft Authenticator:

i. Press Next.

Cancel

Government of Saskatchewan ?

Keep your account secure

Your organization requires you to set up the following methods
of proving who you are.

Microsoft Authenticator

e Start by getting the app

On your phaone, install the Microsaft Authenticator app.
Download now

After you install the Microsoft Authenticator app on
your device, choose “Next".

I want to use a different authenticator app

wanl 1o set up a different method

ii. Press Pair your account to the app by clicking on this link.
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Cancel

Government of Saskatchewan ?

Keep your account secure

Your organization requires you to set up the following methods
of proving who you are.

Microsoft Authenticator
é Set up your account in the app

‘When finished, come back to this setup experience.

Pair your account to the app by clicking this link.

Lwant to set up a different method

Show QR code

iii. Press Allow.

Cancel

Government of Saskatchewan 2

Keep your account secure

Your organization requires you to set up the following methods
of proving who you are.

Microsoft Authenticator

6 “Authenticator” Would Liketo 8PP
Send You Notifications

When Notifications may include alerts, §
sounds, and icon badges. These can
be configured in Settings.

Pairyo
Show!  ponet Allow Allow

-
lwant to set up a different method

iv. Enter the number that appears on the screen and press Yes.
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2:36

Cancel
Government of Saskatchewan ?

Ke Are you trying to sign in? re
Government of Saskatchewan
Your orga khartwig@gov.sk.ca {ethiads
Enter the number shown to sign in.
: 54|
Mic
Yes
No, it's not me
| can't see the number
o
ur app By entenng e number shown
below.
58
T
amc DEE
4 5 [S]
oHi JKL MNoO
PaRs Tuv wxvz

Press Next.

Cancel
?

Government of Saskatchewan

Keep your account secure

Your organization requires you to set up the following methods
of proving who you are.

Microsoft Authenticator

Notification approved

I want to set up a different method

vi. Press Done.
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Cancel

Microsoft Authenticator app was successiully registered

Mar, 15 b 42 GMT

Keep your account secure
Your organization requires you to set up the following methods

of proving who you are.

Success!

Great job! You have successfully set up your security]
info. Choose "Done” to continue signing in

Default sign-in method:

=
Microsoft Authenticator

vii. Press Allow.

2:36

= Authenticator

Government of Saskatchewan >
khartwig@gov.sk.ca
“Authenticator” wants to
open “Trellix"
Cancel Open
P ©) E3
Authenticator Passwords Addresses Verified IDs.

mm.  The application will take a few minutes to authenticate.
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8:a41 M B

- Authenticatar

Authenticating

‘@ ZIMPERIUM.

nn. Press Allow all.

8:a1

< Authenticatar

&

Let's keep your device protected by
allowing the following permissions

0/3 ALLOWED

[+ MNotifications
Enable notifications to be sent when a
eybersecurity threat is detected by
your device

“= Local WiFi Network
Evaluate the connected network and
inform you if the network is safe or
not.

() Allow Location
Allow access to location to protect
your device from nearby risky Wi-Fi
networks, even when the app is not in
use.

You can alwanes=ao it ~.mermissions in

Trellix settings

Maybe Later

00. Press Allow.
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Crap ol =

- Authenticatar

Let's keep your device protected by
allowing the following permissions

C/3 ALLOWED
[+ Notifications

" Enable notifications to be sent when a
cybersecurity threat is detected by

yor
“Trellix” Would Like to Send
You Notifications
- Lc Notifications may include alerts,
T g, sounds, and icon badges. These can
N be configured in Settings.
no

Don't Allow Allow

@ Allow Location
Allow access to location to protect
your device from nearby risky Wi-Fi
networks, even when the app is not in
use.

You can always modify the above permissions in
Trellix settings

Allow all

Maybe Later

pp. Press Allow.

G — I

< Authenticatar

Let's keep your device protected by
allowing the following permissions

0/3 ALLOWED

[+ MNotifications

Enable notifications to be sant when a
eyberaarcurity thraat i datarted b

ye . - =
“Trellix” would like to find and
connect to devices on your
= Lc local petwurk
v Enable protection of your device

Ev against sophisticated Wi-Fi network
inf anacks.
no

Don't Allow Allow
() Allow Location

Allow access to location to protect
your device from nearby risky Wi-Fi
networks, even when the app is not in
use.

You can always modify the above permissions in
Trellix settings

Allow all

Maybe Later

qq. Press Allow While Using App.
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8:42

" wll = @)
-« Authenticatar

&

Let's keep your device protected by
allowing the following permissions

Allow “Trellix” to use
your location?
[ Nt Location datais used to identify the

En lacatian of events.
cy
¥©, ¥ precise: On ;-3.cmapLIN I—z
E 3 : B
= Lé  cueaoestw Z.me wEoq
Ev
inf NGRTH Raiway T w
no
@ Al Allow Once
All .
vo Allow While Using App

ne

g Don't Allow

You can always modify the above permissions in
Trellix settings

Allow all

Maybe Later

rr. Press Change to Always Allow.

8:42

ol =
< Authenticator

Let's keep your device protected by
allowing the following permissions

0/3 ALLOWED
[+ Notifications
Enable notifications to be sent when a

cy
yo Allow “Trellix” to also use
your location even when you
are not using the app?

<= Lc Location data is used to identify the
2 location of events.
Ev
inf

no Keep Onlv While Using

Change to Always Allow
© Abhe. casen
Allow acce.. *n location to =~ _.cct
your device from nearby risky Wi-Fi
networks, even when the app is not in
use.

You can always modify the above permissions in
Trellix settings

Maybe Later

ss. If required press Fix to resolve any issues.
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8:43

2 W o= =
< Authenticator

oo
oo

DEVICE IS AT RISK

1 ACTIVE ISSUE

!

Apps Device

LAST 1 WEEK 1 Active Issue

1 App Scanned

>
Network
LAST 1 WEEK
21 Wi-Fi Scans
>
4
TrelhX

tt. Trellix will then notify you the device is secure.

9:57 7 .

9)
-

NO THREAT DETECTED
DEVICE IS SECURED

147 CHECKS

Apps Device
LAST 1 WEEK LAST 1 WEEK
17 Apps Scanned 34 Device Scans
> >
Network

LAST 1 WEEK
96 Wi-Fi Scans

Trellix

uu. Navigate to the Home screen and open Outlook.
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Weather Find My Shortcuts

Trellix

vv. Enter your Government of Saskatchewan Microsoft account. (username@gov.sk.ca).

WW. Press Add Account.

| #StaySafe 11:24 AM (2]

Add Account

Enter your work or personal email

jsmith@gov.sk.ca

Create New Account

gg Sign in using the QR code on your computer

Privacy & Cookies

@hotmail.com @outlook.com @gmail.com

xX. Press Open Authenticator.
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< Not Office 365 (2)

Please Authenticate

Please go to the Authenticator app
to continue

Open Authenticator

yy. Select your account.

<« MVISION ! T 11:28 AM

Cancel Pick account

AzureAD
jsmith@gov.sk.ca

zz. Select Maybe Later.
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< Authenticator w' ' .5 11:27 AM 3

Add Another Account

Would you like to add
another account?

Maybe Later Add

aaa. Press OK.

< Authenticator w!! & 11:28 AM (2]

Your organization is now
protecting its data in this app.
You need to restart the app to

continue.

OK

bbb.  Re-open Outlook.
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Weather Shortcuts

y
A
1

Contacts Files

Mm ok ©

Books. iTunes Store Fitness

=1 (%)

Utilities Trellix

ccc. Press Continue.

@oy - Al

Get Access

Your organization protects data
in this app. You might need to
set some things up to access

your work or school data.

Learn more about app
protection.

@ Recently connected

@ Device is supported

© Everything's up-to-date

@ Device is healthy
CONTINUE

i} (@) <

ddd.  Press OK.
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Your IT administrator is now
helping you protect work or
school data in this app.

OK

eee. Enter a4 digit PIN. This should be different than the code to unlock your phone.

| #StaySafe 11:29 AM 4

To access your organization's data with
this apn_set a PIN.

OO0O0O

fff. Enter the PIN again to confirm.
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o1l #StaySafe & 11:29 AM %)

Confirm your PIN.

OO00OO

ggsg. Press Turn On.

1| #StaySafe & 11:29 AM

o Inbox

[ Focused JRot

. d Apple 1:17 AM
Your Apple ID information has been upda...
WARNING: This message originated from a
source that is not managed by SaskBuil...

o @& Apple 11:09 AM
S NN i gy
‘oma

Enable Notifications

Outlook uses notifications as a way to
make sure your inbox is always up-to-

ail...

° ‘ date. Disabling them might delay email 35 AM
delivery.
‘om a
No Thanks TunoOn = fik
i :53 Al
o @& Find My 10:53 AM

Find My has been disabled on iPhone
WARNING: This message originated from a
source that is not managed by SaskBuil...

o ‘ Find My 10:46 AM
Find My has been disabled on dho
WARNING: This message originate
source that is not managed by Sask

& Q &

Mail Search Calendar

hhh.  Press Allow.
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11:29 AM

Other = Filter

% ‘ Apple 1:17 AM
Your Apple ID information has been upda...
WARNING: This message originated from a
source that is not managed by SaskBuil...

. ‘ Apple 11:09 AM
slos
“Outlook” Would Like to Send 5, 5

You Notifications Jil...

Notifications may include alerts,
6 sounds, and icon badges. These can 35 AM

L be configured in Settings.
‘om a
Don't Allow Allow ail...
o & Find My 10:53 AM
Find My has been disabled on iPhone
WARNING: This message originated from a
source that is not managed by SaskBuil...
A ‘ Find My 10:46 AM

Find My has been disabled on dho
WARNING: This message originate!
source that is not managed by Sask!

] Q B

Mail Search Calendar

iii. Outlook will now open your email.
3. Tags & Keywords

i0S, Mobile, Setup
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